To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEThe Newton Operating SystemRobert Welland�, Greg Seitz�, Lieh-Wuu Wang,Landon Dyer, Tim Harrington, and Daniel CulbertApple Computer Inc.�Wayfarer Communications Inc.AbstractThe Newton MessagePad Personal Digital Assistant(PDA) is the first in a class of devices distinguished bytheir pen-based user interface, communications capability,small size, and low cost. A PDA operating system needsto support the simultaneous demands of user interface,applications, and communications. It must operate in anenvironment that has little main memory, no secondarystorage, and a small power source. We describe anoperating system designed to address these needs. Itincludes a micro-kernel, a memory managementsubsystem, and support for removable storage and I/Odevices.1: IntroductionThe Newton“ MessagePad“ is the first in a line ofPersonal Digital Assistants (PDAs). These pen-baseddevices are small, lightweight, and battery powered. Thehardware is constrained by these requirements. Table 1summarizes PDA hardware characteristics.Table 1. Hardware CharacteristicsCharacteristicWhy

Small screen and tabletCost, power, size, weight

Small, slow mainmemoryCost, power

DisklessPower, cost, size, weight

Modest power sourceWeight

Powerful CPU/cachePerformance demands: peninput, handwritingrecognition, and dynamicprogramming language

Newton, MessagePad, and AppleTalk are trademarks of AppleComputer, Inc.PDA software must operate in this environment whilestill providing a responsive user experience anduninterrupted communications.The Newton MessagePad has the characteristics detailedin table 2. Severe RAM constraints and the absence of apermanent secondary storage device present significantdesign challenges. The RAM should be allocated on an as-needed basis. Software should adjust dynamically to usagepatterns.Table 2. MessagePad CharacteristicsCharacteristicWhat

RAM/ROM640 KBytes, 4 MBytes

Power supply4 AAA cells

Processor20 MHz ARM 610

Mass storageOptional PCMCIAmemory card

Persistent user data is stored directly in RAM. Thisdata must be carefully guarded against corruption. It isimportant that user data survive even if the systemreboots. It should be possible to store persistent data in acompressed form and decompress it on demand. Cachingoft-used data is an important optimization in the presenceof expensive compression algorithms (CPU time = powerconsumption).A small power source requires careful management. Ifthe processor were allowed to run continuously, thebattery life would be measured in minutes rather than daysor weeks. In low power systems, the instructions-per-second (IPS) rating of a processor are not as interesting asthe processor�s IPS-per-watt rating. IPS is interesting forcomputationally intensive operations like handwritingrecognition, but averaged over time the IPS rating of alow power system would be quite low. Software musttake full advantage of the power management features ofthe hardware.PCMCIA cards allow the system to be enhanced withadditional memory or peripherals. These devices aredifferent from more traditional expansion devices because

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEthey can be removed at a moment�s notice. Software mustbe able to use these devices while still functioning whenthey are removed unexpectedly. It is important that thesecards be easy to use. Peripheral devices should providetheir drivers on-card rather than on removable media (suchas floppies). Software must define how drivers are loadedfrom external devices.The Newton operating system addresses these issues.Figure 1 shows the basic structure of the operatingsystem.Figure 1. Structural overviewMicro-kernelMemory ArchitectureHeap and Stack ManagementRead-only DeviceManagementObject-based StoragePackages

The micro-kernel provides a multi-tasking frameworkfor higher level services. Multi-tasking makes it possibleto modularize concurrent subsystems. It is described insection 2.The memory architecture is described in section 3. Itprovides the framework for managing the address space andmemory resources. This subsystem provides the basis formanaging the scarce RAM resources.Section 4 details some of the features of the memoryarchitecture implementation.Section 5 explores some of the specific memory savingmeasures implemented with the memory architecture.Section 6 is a brief summary of our persistent storagemodel.Finally we describe the means for loading code and datafrom external sources. The concept of packages providesthis ability and is described in section 7.2: The micro-kernelThe micro-kernel provides the core concurrencyfunctionality. Figure 2 shows the basic elements of themicro-kernel.2.1: Object managementAll kernel components exist as objects in the micro-kernel. Kernel objects are managed uniformly by an objectmanager. Every object is owned by some task. When atask dies, the objects it owns are scavenged by the objectmanager or can be bequeathed to another task. Kernelobjects are represented to clients as object identifiers thatare correlated to an object residing in the kernel. Theclient normally wraps the object identifier with aninterface class. Calls on that class pass the objectidentifier along with arguments to the kernel. Kernelobjects are kept separate from their clients for safety.Errant behavior by a client cannot make a kernel objectinconsistent (though the object may be rendered useless).Figure 2. Micro-kernel overviewObject ManagerTasksPorts and MessagesTiming ServicesMonitorsSemaphoresTask Scheduler

2.2: TasksTasks provide the basic unit of concurrency. Tasks arelightweight in that they can be context switched quickly.We will see later that tasks are also lightweight in theamount of memory they consume. Tasks contain littlemore than the processor state needed to save and restorethe thread of execution and some additional fields used tomanage the blocking state of the task. At task creationtime, the creator can provide an initial state for the task.This state is copied onto the task�s stack. The location ofthe object can be accessed by a kernel call. This is used toimplement per-task globals. It can also be used toimplement an object-oriented model of concurrency.2.3: Task schedulingTasks are scheduled preemptively. We use a strictpriority-based scheduler. Because of the highly cooperativenature of task utilization in Newton, strict priorityscheduling has been sufficient. Tasks are switchedapproximately fifty times a second. This number wasderived by experiment.2.4: Ports and messagesTasks can communicate by sending messages.Messages are sent to and received from ports. Ports are

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEused as the synchronizing mechanism. That is, a task willblock on a port if it tries to receive from a port that hasno messages pending. Similarly, a sending task will blockif there is no receiver waiting. It is possible to sendmessages asynchronously. This keeps the task fromblocking.The message specifies an address region. To send amessage is to give the receiver the right to read thecontents of that region. To receive a message is to specifythe address region where a message should be placed.Message copying is done by the kernel. We will see laterthat the memory architecture controls the readability andwriteability of address regions. It is therefore important tomake sure that the kernel is mindful of these controlsduring message copying.Timing services are provided as a part of the port andmessaging model. Send and receive calls can specify alimit on the amount of time (timeout) they will block. Itis also possible to specify that a message is to bedelivered at some point in the future. Time is specified asa 64 bit number that describes absolute time. Delayedmessages are particularly useful when writing event-basedcode.2.5: SemaphoresSemaphores are provided for high speed tasksynchronization. A variety of semaphores are provided.The simplest semaphore model uses a shared memorylocation and only enters the kernel when there iscontention. This approach is very fast but can be corruptedby errant memory writes. It also requires that allsemaphore clients have write access to the sharedsemaphore state.At the other extreme, it is possible to specify acompound semaphore. These semaphores consist of asequence of semaphore operations that are executedatomically in the kernel. Compound semaphores can beused to create complex locking sequences that are free of"deadlock windows" because they are executed atomically.2.6: MonitorsA monitor has many of the characteristics of a taskexcept that it executes on demand. A monitor exports aninterface that can be called by many clients at once.However, only one request is allowed to execute at a time.Clients wait in line for their turn. It is helpful to think ofa monitor as a heavyweight concurrent object: clients seea monitor as an object in the same sense as any otherkernel object. Monitors have initial state just like tasks.This can be used to initialize the state of an objectassociated with the monitor.Monitors are used to implement kernel extensions. Forexample, the memory architecture uses monitors toimplement managers that are called when a task faults.Many tasks can fault, but only one fault is processed at atime. Note that these kernel extensions are not a part ofthe kernel. It is in this way that new services and driverscan be added to the kernel without recompilation.3: The memory architectureThe memory architecture provides the framework formanaging address and memory resources. The Newtonoperating system supports a single address space model. Inthis model, all tasks reside in a single address space. Thisapproach has a number of advantages. Addresses can beused to uniquely identify objects across all tasks. Thisfacilitates cooperative multi-tasking by allowing tasks toexchange addresses (instead of state) where appropriate. Aswe will see, it also dramatically reduces the per-taskoverhead for page table management. In our system, alltasks share a single (multi-level) page table.The single address space model also eliminates thetask/thread duality found in all multiple address spacekernels that support lightweight concurrency [1]. In amultiple address space kernel, tasks are normallyheavyweight because they must context switch the pagetables (and sometimes flush caches). Lightweight threadsprovide low cost concurrency. Tasks and threads are oneand the same in our model.Most existing single address space models do notprovide access protections. This leads to less reliablesystems because one task can corrupt the state of anothertask. Most kernel implementations have provided taskprotection by supporting multiple address spaces. This isbecause traditional memory management units have beendesigned with this approach in mind. As part of our kerneldevelopment effort, we have developed a memorymanagement unit optimized to support our single addressspace model [2].Figure 3. The memory architecture

TasksEnvironmentsDomainsAddresses

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEThe address space is managed by address-orientedservices [3]. These services manage regions of the addressspace by manipulating memory and permission mappings.For example, a virtual memory subsystem can be viewedas an address-oriented service that manages a backing storeand working set by responding to client faults. Thememory architecture provides a framework forimplementing address-oriented services. These services siton top of the memory architecture and manage stacks,heaps, and read-only data. These services are often invokedwhen a client task faults. For example, stacks areautomatically grown when a task references a stacklocation (address) that has no storage associated with it.The resulting fault will invoke the stack manager whichwill in turn map storage at that location and resume thetask. We call such services fault-driven because they areinvoked by faults. The rest of this section will detail thesingle address space model. Figure 3 shows the basicelements of our model.3.1: DomainsThe single address space is broken up into a set ofregions called domains. Domains are normally contiguousaddress ranges. Domains may not overlap each other.A domain is normally used to implement an address-oriented service. Each domain would normally beassociated with a specific service. There may be a numberof domains providing the same service. For example, thereare separate domains for the kernel and client heaps.Figure 3 shows three domains and their associatedaddress ranges.3.2: Tasks and environmentsAn environment consists of a set of domains. In figure3 there are three environments. The first and third containsingle domains. The second contains all three domainsshown.Associated with each task is an environment. Thisenvironment describes the set of domains that the task hasaccess to. If the task attempts to access a domain outsideits environment, the kernel will generate a domain accessexception, which the task can catch.Access rights do not equate to the ability to read andwrite. It simply means that the task can try to access thatregion. The behavior of reads and writes are controlled byan address-oriented service associated with the domain.These services manifest themselves as domain managers.The structure of domain managers will be detailed in thenext section.3.3: Memory management unit supportOur memory management unit (MMU) supportsdomains and environments directly. Associated with eachprimary page table entry (each primary entry correspondsto a 1 MByte region of the address space) is a domainnumber. This number is used to specify which domainowns this range of addresses. The current hardwaresupports sixteen domains.Environments are supported by the domain controlregister (DCR). For each domain number there is anaccess control field in the DCR. This field specifies if thecurrently running task has access rights to thecorresponding domain.For every memory access the domain numberassociated with the access address is computed andcompared with the corresponding DCR field. If the fieldallows access to the domain, then the memory operationcontinues. Otherwise, a fault is generated.4: Memory architecture implementationDomain managers are used to implement address-oriented services. A domain manager is associated withone or more domains and is responsible for handling faultsthat occur within that domain. A domain manager canmake calls on the kernel-level page management and pagetable management subsystems. In this way storage can beacquired or released and the page tables can be modified. Itis with these resources that a domain manager responds toa client fault. The following sections detail theinteractions between these components. Figure 4 detailsthe basic components of the implementation.Figure 4. Implementation modelPage Table ManagerPage ManagerFault DispatchDomain Manager

4.1: The fault dispatcherThe fault dispatcher receives memory management unitfaults and directs them to the appropriate domain manager.A fault occurs when a task tries to access a domain in amanner not presently supported by the mappings. Thefault dispatcher blocks the faulting task and queues it with

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEthe appropriate domain manager. It is in this way that adomain manager gets invoked.4.2: The page table managerThe page table manager handles all mapping requestsfrom a domain manager. The page table manager createsand maintains the multi-level page table used by thememory management unit. Mapping operations are eithermemory or permission mapping operations. A memorymapping operation consists of a physical memoryresource (such as a page of RAM or ROM) and an address.A permission mapping operation provides a permission(such as read-only or read-write) and an address region.Operations for removing mappings are also provided. Byconvention, we designate a page table mapping as vfi(p,˚perm) where v is a virtual address, p is aphysical address, and perm a permission. A permissioncan specify read-only access (R), read-write access (RW),and no-access (N).4.3: The page managerThe page manager provides pages of physical memorythat can be used by a domain manager. The page managermanages a pool of pages that can be used by any domainmanager. The page manager implements a protocol forretrieving pages from domain managers. In this way,pages can be recycled between domain managers.The page table manager is also a client of the pagemanager. It calls the page manager when it needs storagefor new page tables.4.4: Domain managersA domain manager provides the address-oriented serviceassociated with a domain. A domain manager can mapphysical memory resources into a region of the domainspace. It can also manipulate the access permissions.Often these operations are combined.A domain manager is called whenever a task faults inits domain. The domain manager is provided with thedetails of the fault (the fault address, the kind of accessattempted, and the kind of fault). The domain managermust determine how to respond to the fault. The simplestresponse is to generate an exception. This would beappropriate in the case that the task has done somethingwrong (for example, accessing outside the bounds of aheap). In the normal case, the domain manager wouldattempt to perform some mapping operations (forexample, to grow the tasks stack) and restart the task.In performing its duties, the domain manager willinteract with the page manager and page table manager toacquire, and possibly return, physical memory resourcesand to perform address and permission mappings.Domain managers are implemented as two monitorsand a semaphore. One monitor fields requests from thepage manager. The other monitor fields requests from thefault manager. These requests need to be handled byseparate monitors to avoid the deadlock case that wouldresult if handling a fault results in a page manager request(monitors only handle a single request at a time). Thesemaphore is used to serialize monitor access to acommon database of mappings. A client level wrapperclass is provided that encapsulates the commonfunctionality of a domain manager. Specific domainmanagers subclass this wrapper and provide servicespecific behavior and state.5: Memory managementIn this section we will describe two address-orientedservices. We also describe a technique, sub-pagemanagement, that allows us to more carefully controlmemory usage.5.1: Stack and heap managementTask stacks start out with a minimal size and growautomatically. It is the job of the stack manager to grow(and shrink) stacks on demand. The stack manager alsoallocates address ranges for stacks. By default, the stackmanager will allocate each new task a 32 KByte region ofaddress space in the stack domain. Tasks can request largerstack regions if necessary. Initially, there is no storageassociated with a task�s stack region. As the task uses theregion, it faults and the stack manager allocates storage.Guard bands separate stack regions so that attempts toaccess outside of the region bounds can be detected. If atask generates an access in the guard area an exception willbe generated. Because storage is allocated only as needed,the amount allocated is proportional to need.Unfortunately, most memory management units mapmemory in rather large chunks (4 KBytes is common).This can be wasteful if a task only needs a few hundredbytes of stack. Using the sub-page management techniquedescribed below, the stack manager can grow a task�s stackin increments of 1 KByte. This results in a significantsavings.Heap management is broken into two parts. A clientlevel part manages the allocation and deallocation of unitsof memory. The client level part is also responsible forheap compaction and handle management. The client levelpart makes calls on a kernel level part to grow and shrinkthe total amount of memory in use. Because heaps aregrown explicitly (i.e., an allocation call is made) the heap

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEmanager is not fault driven. When more memory isneeded, the client level piece makes a call directly to thekernel piece. This interface is exported by the kernel levelheap manager. The kernel level part also allocates andmanages address regions for heaps. A heap is normallyallocates as a large region (256 KBytes).In actuality, the kernel level part of the heap managerand the stack manager are one and the same. They differonly in the way address regions are allocated and howgrowth is managed.5.2: Read-only data managementThere is a significant amount of read-only data in theNewton MessagePad. Executable code, dictionaries, andread-only objects are a few examples. In addition to on-board ROM, PCMCIA cards may be the source of read-only data. Often this data can be compressed, resulting insignificant growth in the effective amount of storageavailable. Finally, PCMCIA cards tend to have slowaccess times, and there can be significant performance andpower gains from caching these storage devices.The read-only storage manager provides a way ofmanaging read-only data in a manner that incorporatescaching and compression. It manages a pool of memorythat is used as a cache. Compressed data is decompressedinto the cache and made available to clients. The read-onlystorage manager is similar to virtual memory withsupport for decompression.The read-only storage manager takes advantage of sub-page management as described in section 5.3. This makesit possible to manage the cache as a pool of 1 KByteblocks instead of a pool of 4 KByte blocks. This resultsin a significantly higher cache hit rate.5.3: Sub-page managementA domain manager is limited by the memorymanagement unit. Mapping physical resources arenormally constrained by the page size defined by theMMU. Access permission control normally has similarconstraints. Our memory management unit supports sub-page permissions. This allows us to control accesspermissions with a 1 KByte granularity instead of the 4KByte granularity defined for address mapping. Byconvention we will define a sub-page mapping as follows:vfi(p, perm=(perm0, perm1, perm2, perm3))Where v is the virtual address, p is the physical address,and the four element set perm specifies the sub-pagepermissions.Figure 5. Sub-page management

Address Space Physical Page

Sub-page

Sub-page permissions can be used to implement a formof sub-page storage management. This allows us toallocate memory in sub-page units rather than in pagesized units, leading to substantial memory savings. In oursystem, pages are four times the size of sub-pages. Insome situations (like stack management), we see a betterthen four times improvement in memory utilization. Sub-page storage management is achieved by mapping a singlepage of storage into multiple virtual addresses and usingthe sub-page permissions to assure a one-to-one sub-pagemapping. By one-to-one we mean that for each physicaladdress, there is at most one virtual address mapping to it(the inverse relationship is assured by the single addressspace model). Figure 5 shows the effect we would like toachieve: each physical sub-page is associated with a singlevirtual address. Table 3 shows how permissions aremanipulated to assure the one-to-one relationship requiredfor proper sub-page storage management. The table showsfour mappings to the same physical page and theirassociated permissions. Note that for each sub-page, thereis only one mapping with a non no-access (N)permission. This mapping is the owner of the associatedsub-page.Table 3. Permission managementvirtualpermissionsV0(N, N, N, R)V1(N, RW, N, N)V2(N, N, R, N)V3(RW, N, N, N)

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEEThe tricky part of this approach arises when it becomesnecessary to add additional sub-pages to a mapping. Forexample, when a stack grows it would be economical if itcould be grown in sub-page increments. What do you dowhen the stack grows and the next sub-page in theunderlying mapping is already taken by another mapping?In this case the sub-page manager needs to shuffle databetween pages so that there is a physical page availablewith free sub-pages available where needed. The sub-pagemanager handles this task by maintaining an occupancytable for all pages. It computes a strategy that involvesthe least amount of data movement and then executes thatstrategy.The sub-page management approach requires that sub-pages be used with equal probability. Otherwise, storagewill not be maximally utilized. For example, the stackmanager uses sub-page management to grow stacks insub-page increments. Imagine that all stacks are a sub-page in size. If this were true, then sub-page managementwould only work when stacks were equally distributed onsub-page boundaries. If the stack manager were to place allstacks on a page boundary, then they would all need thezeroth sub-pages; the other sub-pages would never be used(we are assuming sub-page sized stacks). To avoid thisproblem, the stack manager distributes stacks over thedifferent sub-page boundaries. This is easily done at stackcreation time by adding a progressive decrement (in sub-page units) to a task�s top of stack.6: Object storageThe Newton MessagePad does not contain a permanentsecondary storage device. In the base configuration, userdata is stored directly in main memory (which is backedup by a lithium battery). Users can purchase a number ofPCMCIA storage cards. These cards are either FLASH orbattery backed-up SRAM cards. We have developed astorage model that supports these devices.The storage model is based on objects rather than files.The storage model was designed to support medium sizedobjects (on the order of a dozen to a few hundred bytes).Objects can reference each other. Most importantly, theobject store supports semi-transparent persistence. Thismeans that objects can be moved in and out of permanentstorage without any application code. This greatlysimplifies the developers task.Finally, the storage model is transactional. Atransactional store supports committing a set ofoperations on the store. If an unrecoverable failure occursduring a transaction, the transaction can be aborted. Thisformalism assures that the store will remain consistentacross a wide range of failures.7: Loading code and dataTraditional computers deliver software on removablemedia such as floppy disks (and increasingly, CD-ROM).Because the Newton MessagePad lacks a removablestorage device, it must support multiple distributionmediums.This is done by defining a standard distribution formatthat is supported by different media types. Both stream-based and memory-based media types are supported. Thisallows us to distribute software on a variety of media.Using the stream-based packages, it is possible todistribute software over the phone lines, over a computernetwork (such as AppleTalk“), or over a serial cable.Using memory-based packages, it is possible todistribute software on PCMCIA ROM, RAM, FLASH,and I/O cards. In the future, disk and CD-ROM devices canalso be supported.7.1: The package modelA package consists of an index and a number of parts.The index contains an entry per part. Each entry containsinformation about each of the parts: a type, a type specificinformation field, version information, and the partslocation in the package.The part type specifies what kind of data the partrepresents. For example, a part could be executable code ora font.The type specific information field specifiesinformation about the part in a type specific format. Forexample, the information about a font might be an ASCIIstring with the font name and size. After the index comesthe parts themselves.Packages can be loaded and unloaded. When a packageis loaded, the package manager is called passing it themedia source. This can be either a stream-based source or amemory-based source. In either case, the package managerreads the index and processes each part entry. Assuming apart is suitable for loading (i.e., it has a reasonableversion number etc.), it get dispatched to a part handler.Parts are dispatched to handlers by type. For example, afont would be dispatched to a font manager. The parthandler is given the media source and told some data aboutthe part (such as it’s size, information field, etc.). It is thepart handler�s responsibility to process the part.Unloading is the opposite process. The packagemanager informs the part handlers that a particular partneeds to be unloaded. It is the part handler�s responsibilityto remove it from the system.

To appear in Proceedings of the 1994 IEEE Computer Conference, San Francisco.Copyright ' 1994 IEEE7.2: The smart serial cableThe smart serial cable protocol demonstrates a creativeuse of packages. We have developed a smart serial portprotocol that "chirps" in an identifiable way when pluggedinto a Newton. The serial subsystem recognizes thischirping and begins a handshaking protocol with whateverdevice is connected. The protocol specifies that as part ofthe protocol, the device download a package. This packageshould contain a driver for the device and whatever otherresources are necessary (such as fonts and applications).The driver is then initialized and the device comesavailable to the user. Our smart printer cable operates inthis manner. The package is stored in ROM on a single-chip microprocessor that provides the functionality of thedevice.7.3: Downloading system updatesDownloading system updates is another example of theuse of packages. Updates come in the form of a set ofsystem patches. These patches are a type of part. Onlineupgrades are implemented by downloading a package andinstalling the patch part into the system. In this manner,users can receive the most up to date system withouthaving to go to a dealer. In this same manner it ispossible to distribute other software.8: Bibliography[1]Richard F. Rashid. Threads of a new system. UnixReview, vol. 4(8), August 1986, pp. 37-49.[2]ARM610 data sheet. Advanced RISC Machines Ltd.,Cambridge, England, 1992.[3]W. Smith and R. Welland. A Model for Address-Oriented Software and Hardware. In Proceedings of the25th Hawaii International Conference on SystemSciences, January 1991.